The privacy and security of the personal information we maintain is important to Avantika
University . On August 09, 2024, CERTIs notified certain individuals about a security incident that
involved the personal information of current and former students, employees, faculty and staff.

Upon learning of this issue, we contained the threat, notified law enforcement
and immediately commenced a prompt and thorough investigation. As part
of our investigation, following a investigation and complex manual review,
we discovered on August 10, that the one of the database hosted on third
party application was breached by the unauthorized actor on August 08,
2024 contain personal information.

We have no evidence that any information has been misused as a direct
result of this incident. Nevertheless, out of an abundance of caution, we want
to make you aware of the scope of the incident. This notice also provides
other precautionary measures individuals can take to protect their personal
information that includes placing a Fraud Alert (Respond only to the emails
of avantika.edu.in). Additionally, you should always remain vigilant in
reviewing your social accounts and on a regular basis and report any
fraudulent or irregular activity immediately. As recommended by LEA, you
should remember to be vigilant for the next 3 months. We continually
evaluate and modify our practices and internal controls to enhance the
security and privacy of your personal information but this time it was a global
issue hacktivists are creating not only for this university but any organizations
across India .

If you think you may have been impacted and did not receive a notification
letter, or have any further questions regarding this incident, please contact
students office.

Please accept our apologies that this incident occurred. We are committed
to maintaining the privacy of personal information in our possession and
have taken many precautions to safeguard it.



